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Abstract

In order fo verify that a lof of legal requirements and regulations are correctly franslated info software, this paper provides
a solution for formal and computable representations of rules and requirements in data profection legislations with a DSML
(Domain Specific Modeling Language). All policies are formally specified through Prolog and then infegrated with DSML,
According to the fime of policy verification, this solution has two kinds of policies: static policies, dynamic policies.
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<PolicyList>
<PolicyDescription>
<methodName> RetrieveData </methodName>
<query> retrievedata(MRN,DocID) </query>
<policyDbName> ‘c:/Policy/factsdb.pl’ </policyDbName>
<inPolicy> False </inPolicy>
<outPolicy> True </outPolicy>
<requestFields>MRN,; critical
<frequestFields>
<replyFields> DocID</replyFields>
<relations> is_critical(MRN,critical), treats(MRN, PCP)
</relations>
<dbUpdates> accessed(DocID, MRN) </dbUpdates>
<classname>
edu.vanderbilt.isis.bepltools.logCritical Access
</classname>
<obligationMethod>obligationmethod
</obligationMethod>
</PolicyDescription>
</PolicyList>

Thee A EA e digk oA ot
%% definition of helper symbols

:- dynamic treats/2.
:-dynamic critical/2.

% %define break glass rule allow access in emergency
context.

break_glass(RecordNo):-is_critical(RecordNo, X), X > 0.
% %access control rules for the record

%%only physicians who treats the patient can access his
record

%%access is provided if patient is marked as in

critical state

retrievedata(RecordNo, DocID):- treats(RecordNo,
DocID): break_glass(RecordNo).
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